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Abstract
Publicly available medical image datasets are essential for the progress of supporting diagnostic algorithms in
radiology. In terms of patient data protection, it is necessary to anonymize images before publication. However,
there is a risk that these anonymization procedures are insufficient. In this study, we employ a specially developed
siamese neural network to assess the ability of re-identifying additional X-ray images of specific patients within
supposedly anonymized datasets. This is analyzed using different neural network constellations and images from
two variable datasets, CheXpert and KI-Rad-MSK, which include chest and wrist radiographs. Our results show that
conventional anonymization approaches cannot withstand attacks using modern deep learning methods: One
image of a patient is sufficient to re-identify other images of the same person within large datasets. Instead, we
recommend innovative variants, such as latent diffusion models, to ensure data protection without compromising
progress in medical imaging.

I. Introduction
In recent years, the diagnosis of various diseases based
on medical image data has increasingly developed to-
wards the use of machine learning support in radiology.
In addition to improvements in early detection of dis-
eases, the time saved by these methods is proving to be
a major advantage. However, a huge obstacle in devel-
oping automated diagnostic algorithms at expert level is
the large amount of data required to train the underlying
artificial neural networks. This data demand has led to
an increase in the availability of public medical image
datasets, including CT, MRI and X-ray images. Never-
theless, a significant portion of patient scans generated
worldwide remain inaccessible to the research commu-
nity due to patient privacy concerns.

The current process of anonymization or pseu-
donymization prior to the publication of patient image
data is only partially effective. In the majority of cases,
only the most concise information, such as name or age,
is removed from the associated metadata. However, this
procedure does not prevent a sufficiently trained deep
learning network from being able to re-identify images
of a known patient from a supposedly anonymized pub-
lic dataset, as Packhäuser et al. showed in [1]. Figure 1
illustrates a conceivable problem scenario in connec-
tion with re-identification: A potentially compromised
X-ray of a known patient is compared with the individ-
ual scans within a publicly available, anonymized image
dataset by a powerful deep learning network. Based on
the similarity, a ranking list of the most similar images
in the dataset can then be created, with possible other
images of the person landing in the top ranks. This illus-
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trates how sensitive information, such as a reference to
a medical report, can be obtained by attackers from the
supposedly anonymized metadata through inadequate
anonymization procedures.

In [2], Reddy et al. analyzed several prominent in-
cidents from the past, in which data leaks led to the
leakage of large amounts of image data along with med-
ical reports. These are often caused by internal vulner-
abilities such as insufficient protected networks or hu-
man error. This data could, as described, be linked to
public datasets, further increasing the risk of attacks re-
lated to re-identification methods. Therefore, our goal
is to demonstrate the problem of re-identification with
a siamese neural network using two different datasets.
In particular, we aim to draw attention to the need for
improved anonymization techniques before publishing
large amounts of medical image data.

Figure 1: Problem scenario of re-identification: A known or
compromised image of a patient (framed yellow) is used to find
other images of this person in a public anonymized dataset.
The scans can be ranked according to their similarity, with the
actual second image of the person (framed green) being placed
first. This demonstrates the risk of exposing sensitive patient
data through insufficient anonymization processes.

II. Methods and materials

In the following section, the datasets used, the architec-
ture of the implemented neural network and the evalu-
ation methodology are described in detail. Our aim is
to clearly present the basics of the re-identification task
and to make the methods used comprehensible.

II.I. Datasets

For this study, we utilize two datasets: CheXpert [3]
and KI-Rad-MSK. Both serve as a comprehensive foun-
dation for developing and analyzing the proposed re-
identification network.

The first dataset, CheXpert, was published by Stan-
ford University in 2019 and comprises a total of 224,316
chest X-ray images from 65,240 patients. In addition to
the scans, the dataset contains annotations for 14 dif-
ferent pathologies. For this work, we only use frontal

images, while lateral images are excluded to ensure uni-
formity of the data. Before applying the deep learning
model, the images are also subjected to extensive pre-
processing. Accordingly, the images are first cropped
to the central thoracic region while retaining essential
adjacent anatomical information. To achieve this, the
lungs are segmented using a pre-trained nnU-Net pre-
sented in [4]. Based on these segmentations, bounding
boxes are generated that allow us to crop the images. Af-
ter this transformation, the images are scaled down to
256×256 pixels. These preprocessing steps ensure high
anatomical consistency across the entire dataset.

Exactly one image pair is created per patient, whereby
the two images are selected at random if more than two
scans of this person are available. This results in a total
of 31,746 image pairs. A detailed analysis of the diverse
images in CheXpert reveals that even X-rays of the same
patient often exhibit considerable variations in image
quality. For this reason, an additional homogeneous sub-
set of the dataset is created, which has a higher consis-
tency with regard to aspects such as image quality and
perspective. This selection process significantly reduces
the number of patients included to 944, which increases
the informative value of the analysis for specific ques-
tions. Moreover, the effect of using groups of four images
per patient is investigated. For this purpose, the homo-
geneous subset is further adjusted so that only patients
with at least four X-rays are considered. The remaining
458 patients allow the observation of the network be-
havior with more than two X-rays per patient, which is
explained in more detail in the following section.

The second dataset, KI-Rad-MSK, originates from
the UKSH Lübeck and includes X-ray images of various
anatomical regions. Only the available wrist radiographs
are selected for this study. This results in a total of 10,247
scans from 6,061 patients. The images in KI-Rad-MSK
are available in two digital X-ray techniques: digital ra-
diography (DX) and computed radiography (CR). Only
the DX images are used for this research. After downsam-
pling to 512×512 pixels and the formation of image pairs
analogous to CheXpert, 2,071 patient scans are obtained.

II.II. Network architecture

The implemented siamese neural network is oriented
on the approach in [5] and specially adapted for the in-
tended re-identification of image pairs. The architecture
of the model is visualized in Figure 2. The basic frame-
work consists of two identical ResNet34 streams, each
of which processes one image of a pair from a batch of
size N. The output configuration of the fully connected
layer is chosen so that both streams generate a compact
256-dimensional feature embedding for each input im-
age. These compressed representations form the fun-
damental basis for the efficiency and accuracy of the
intended re-identification. To quantify the image simi-
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Figure 2: Schematic representation of the network architecture.
The image pairs from the batch are each passed through the
siamese ResNet34 streams, whereby the feature representations
are extracted. The cosine similarity of the feature vectors is then
calculated and the similarities in the batch are written into the
score matrix.

larities, the cosine similarity between the feature repre-
sentations is calculated. The similarity values are then
used to create a 2N× 2N score matrix, which contains
all similarities between the individual images within the
batch under consideration. The network is trained with
a batch size of 32 over 8000 epochs. In addition, experi-
ments are carried out with a batch size of 64 to investi-
gate the influence of larger batch sizes. The network is
adapted and optimized with the InfoNCE-Loss from [6]
and the Adam optimizer with a learning rate of 1×10−3.
A learning rate scheduler reduces the learning rate by a
factor of 0.2 after 4000 epochs.

During training, augmentations such as random hor-
izontal flipping, photometric distortions and random
deletion of image areas are used to increase the robust-
ness of the model. As mentioned in the previous section,
a quadruplet method is added to the network configu-
ration. In this strategy, image groups of four images per
patient are processed instead of image pairs. The aim
of this extension is to investigate whether the network
learns more efficiently due to the greater variability and
range of features within the images per patient. Valida-
tion during training is performed with untransformed
data to objectively evaluate the performance.

II.III. Evaluation
The evaluation procedure is based on the work of Hein-
rich and Hansen in [7] and is also visible in Figure 1. The
fundamental idea is to evaluate the re-identification abil-
ity of the model by creating ranking lists. Potential image
pairs are sorted according to their cosine similarities in
the score matrix. The rank of the actual partner in this list
is then determined for each image and used to analyze
the network performance.

The test images are processed analogously by the
siamese neural network. The 256-dimensional feature
representations of the images from the batch are com-
pared by cosine similarity and written into the score ma-
trix. A ranking list is then created for each image based

on the matrix entries, in which the most similar images
are sorted according to the similarity values. The rank
of the actual image partners is then used as the central
metric for evaluating recognition performance: Based on
this ranking, the top-k accuracies are calculated, which
measure the proportion of cases in which the actual part-
ner is below the k highest results. When evaluating the
network, geometric and photometric transformations
are applied or omitted to assess the robustness of the
model to variations in the input data.

III. Results and discussion
The re-identification results reveal some significant dif-
ferences in performance between the different network
configurations and datasets, as shown in Table 1. The
corresponding plot in Figure 3 visually illustrates the rela-
tionship between re-identification accuracy and rank k,
with overall accuracy consistently improving with in-
creasing k in all cases examined.

At evaluating the entire CheXpert dataset, the re-
identification network achieves a top-1 accuracy of
47.25%. This means that the actual image partner can
correctly be ranked first in almost half of the test cases us-
ing the generated feature representations and the subse-
quent cosine similarity. The performance of the model in-
creases significantly with higher ranks: top-5 accuracy is
73.00%, ranking the partner in top-10 81.00% and top-15
even 94.50%. These results demonstrate that the model
effectively enables us to place the correct partner images
predominantly among the top positions. The plot in Fig-
ure 3 therefore shows a steady increase, which indicates
robust feature generation and similarity calculation.

In comparison, the use of the qualitatively enhanced
homogeneous subset shows a better performance. The
top-1 accuracy in Table 1 is 51.67%, while a placement
in the top-10 already reaches 83.33%. This improvement
can be explained by the lower image errors and the higher
consistency within the subgroup, which allow the model
to process more accurate feature representations.

A further increase in performance is achieved by en-
larging the batch size to 64. In this configuration, the
top-1 precision is 53.33% and the value for placing the
correct partner image within the top-15 is 88.33%. Con-

Table 1: Top-k re-identification accuracies for different net-
work configurations on CheXpert and KI-Rad-MSK

Model setup Top-1 Top-5 Top-10 Top-15
Whole CheXpert 0.4725 0.7300 0.8100 0.9450
Homog. subset 0.5167 0.7667 0.8333 0.8667
Batch 64 0.5333 0.7500 0.8333 0.8833
No test aug. 0.4417 0.6833 0.7333 0.8333
Group of 4 0.8929 0.9821 1.0000 1.0000
KI-Rad-MSK 0.4200 0.6775 0.7875 0.8375
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Figure 3: Graphical representation of the re-identification
accuracies from different network constellations on CheXpert
and KI-Rad-MSK. The accuracy percentage is shown for the
configurations and datasets as a function of rank k.

sequently, a larger batch size during training promotes
the stability and convergence of the model, leading to
better generalization.

Results without test augmentations highlight the im-
portance of image transformations for network general-
izability. In absence of additional synthetic image mod-
ifications, the top-k accuracies drop. Accordingly, the
graph in Figure 3 is significantly lower than in the previ-
ously discussed model configurations. This underlines
that augmentations help account for image variability
and improve the robustness of the model.

The best results can be obtained after a training pro-
cess with image groups. Using this method, the model
achieves a top-1 performance of 89.29%. An accuracy
of 100.00% is already visible from a rank of k= 6, so that
the true partner is guaranteed to be among the top-k
candidates from this rank. Increasing the feature set by
using several different, qualitatively usable images per
patient significantly improves the learning process of the
network and enables a more precise re-identification.
This indicates that a higher quantity of diversified image
data per patient generally leads to optimized feature pro-
cessing and consequently better network performance.

Compared to CheXpert, the KI-Rad-MSK dataset
shows a slightly lower re-identification performance. Ac-
cordingly, Table 1 indicates that the top-k accuracies gen-
erally achieve a little lower percentages. Nevertheless,
the graph in Figure 3 illustrates that the network perfor-
mance also improves with increasing rank and is only
marginally below the average CheXpert results. In gen-
eral, the worse outcome can be attributed to the specific
characteristics of the wrist radiographs, which provide
less distinct biometric information compared to chest
X-ray images. In addition, differences in image qual-
ity and acquisition conditions could further affect the
re-identification.

IV. Conclusion
Our research highlights the capability of the imple-
mented siamese neural network to re-identify additional
medical radiographs of specific patients in anonymized
datasets with high precision. In most network configu-
rations used for CheXpert, the true partner of an image
can be placed at the first rank with an accuracy of at least
50%. Particularly good results are achieved if the highest
possible variation within individual patient data is used
for training. Even with the wrist scans from KI-Rad-MSK,
the performance is only slightly below the CheXpert av-
erage despite less distinct biometric information com-
pared to the thorax, demonstrating the robustness of the
model. Our findings show that conventional anonymiza-
tion methods, such as metadata removal, are inadequate
against modern deep learning technologies. In the future,
innovative procedures for image synthesis, including la-
tent diffusion models, could provide a solution to the
problem addressed. These methods may minimize the
risk of re-identification without restricting the availabil-
ity of data, which remains essential for medical progress.
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